LocoDelegations AI Connector  ·  Technical guide for council IT  ·  Beta draft v0.1

LocoDelegations
AI Connector (MCP Server)
Technical guide for council IT teams
Beta programme edition
Prepared by Locosoft
September 2026  ·  Version 0.1 (draft)
Companion to the LocoDelegations AI Connector beta proposal
Audience: IT managers, security and identity teams, Power Platform administrators, and the LocoDelegations Administrator at each council.



Contents




1. About this document
This guide accompanies the LocoDelegations AI Connector beta proposal. The proposal explains what the connector is for and why a council might want it. This document is for the people who have to approve it, secure it and set it up. It describes how the connector works, what it exposes, how access is controlled, and how to connect it to Microsoft Copilot Studio, Claude and ChatGPT.
It is written for the beta programme. Some capabilities are live today and some are on the roadmap. Each is labelled as one or the other, so that nothing here is taken as a commitment it is not.
Setup instructions for each AI client are also shown inside LocoDelegations itself, on the AI Client Settings page under Setup. That page always reflects the exact values registered on your council's instance, so if this document and that page ever disagree, the page is correct.
2. Summary for decision makers
The AI Connector lets an AI assistant your council already uses, such as Copilot Studio or Claude, ask your LocoDelegations instance questions on behalf of a signed-in council user. It does this using the Model Context Protocol (MCP), an open standard for connecting AI assistants to business systems, and OAuth 2.1, the same authorisation standard used by Microsoft 365 and most modern web services.
The points that usually matter most to IT teams:
1. Nothing leaves your instance unasked. LocoDelegations never sends data to an AI vendor on its own. An AI assistant can only call in, and only while a council user has signed in and authorised it.
1. Users sign in with their existing LocoDelegations login. If your council uses Azure AD (Microsoft Entra ID) for LocoDelegations, that is what they use. There are no new accounts, passwords or shared keys.
1. Read for everyone, write for Administrators only. Every user can query through the connector and sees only what their role allows. Administrators can additionally make changes through an AI client. Each change applies the same validation as the web interface and is written to the change log.
1. Scoped to your council. Each council has its own LocoDelegations database and web application. The connector is part of that application. There is no shared or central AI service.
1. Off by default, and switchable per council. The connector is enabled per council by Locosoft. Your LocoDelegations Administrator controls which AI clients are approved and can withdraw any of them at any time.
1. Beta scope is deliberately small. Today the connector exposes one diagnostic tool that confirms the connection works. Delegation data tools, and Administrator write tools, follow during the beta as described in section 5.
3. How it works
3.1 The pieces
Three things are involved: your council's LocoDelegations web application, an AI client, and the council user sitting in between.
	Component
	What it is
	Where it runs

	LocoDelegations web application
	Your council's existing instance, extended with an MCP endpoint and a small OAuth 2.1 authorisation server. Both are part of the same application, on the same address, behind the same HTTPS certificate.
	Your council's Azure App Service, operated by Locosoft

	AI client
	Copilot Studio, Claude (web, desktop or mobile), Claude Code or ChatGPT. The client speaks MCP to the endpoint and OAuth to the authorisation server.
	The vendor's cloud, or the user's own machine for Claude Code

	Council user
	An existing LocoDelegations user. They sign in once from the AI client and can then ask it questions about delegations.
	Browser



3.2 The connection sequence
The first time a user connects an AI client, the following happens. Every step uses standard, documented protocols; there is nothing proprietary in the exchange.
1. The AI client contacts the MCP endpoint at https://<your LocoDelegations address>/mcp and receives a 401 response that tells it where the authorisation server is.
1. The client reads the published discovery documents and learns the authorise and token addresses.
1. The client opens the LocoDelegations login page in the user's browser. This is the ordinary LocoDelegations login: username and password for councils using local accounts, or Sign in with Microsoft for councils using Azure AD. If the user already has a Microsoft session in that browser, the sign-in usually completes without re-entering credentials.
1. After sign-in, LocoDelegations issues the client a short-lived access token and a refresh token, bound to that user, their email and their LocoDelegations role.
1. From then on the client sends the access token with every MCP call. LocoDelegations validates the token, identifies the user and role, and answers. When the access token expires the client silently exchanges the refresh token for a new one.
There is no consent screen beyond the login itself. The set of AI clients that may connect is controlled by the client registrations described in section 4.4, not by individual users.
3.3 Endpoints exposed on your instance
All of these are served from your existing LocoDelegations address over HTTPS. No new hostnames, ports or firewall rules are involved.
	Path
	Purpose

	/mcp
	The MCP endpoint. Requires a valid access token. Uses the MCP Streamable HTTP transport in stateless mode, so there is no long-lived connection and no server affinity.

	/connect/authorize
	OAuth 2.1 authorisation endpoint. Redirects to the normal LocoDelegations login when the user is not signed in.

	/connect/token
	OAuth 2.1 token endpoint. Issues and refreshes tokens. Authorisation code and refresh token grants only.

	/.well-known/openid-configuration
	Standard discovery document listing the endpoints above and the signing keys.

	/.well-known/oauth-protected-resource
	Standard resource metadata (RFC 9728) describing the MCP endpoint and naming the authorisation server. This is what MCP clients use to find the login.



4. Security and identity
4.1 Who can connect
Only people who already have a LocoDelegations account on your instance can connect an AI client, because the only way to obtain a token is to complete the LocoDelegations login. A person with no account, or a deactivated account, cannot sign in and therefore cannot obtain a token.
During the beta, any authenticated user may connect regardless of role, because the only tool currently exposed reveals nothing but the caller's own identity. When delegation data tools are added, access to each tool will follow the same role model the web application uses today (Administrator, Editor, UserManager, HelpEditor, Viewer). The user's role is carried inside the token, so the connector always knows who is asking.
4.2 Azure AD and multi-factor authentication
Azure AD stays exactly where it is today: an identity provider for the LocoDelegations login. LocoDelegations does not ask Azure AD to issue tokens for the AI client, and no new Azure AD application registration or API permission is needed in your tenant. Your existing Conditional Access and MFA policies apply at the moment the user signs in, because that sign-in is the same Microsoft login the web application already uses.
For councils using local LocoDelegations accounts, the application's own requirement that Administrators enable MFA continues to apply to the web interface. That check is a property of the browser session and is not re-applied to individual MCP calls, which carry tokens rather than browser cookies.
4.3 Tokens
	Property
	Value

	Protocol
	OAuth 2.1 authorisation code flow with PKCE (proof key for code exchange), which is mandatory for every client. Implicit flow, password grant and client credentials are not enabled.

	Client secrets
	None. All clients are registered as public clients, so there is no shared secret to leak, rotate or store in the AI vendor's configuration.

	Access token lifetime
	One hour. After that the client must refresh.

	Refresh token lifetime
	Fourteen days from issue. A refresh issues a new access token without user interaction; after fourteen days the user must sign in again.

	Token contents
	User identifier, email address, display name and LocoDelegations roles. Nothing else. Tokens are signed, not encrypted, so the MCP endpoint can read them directly; they are only ever sent over HTTPS.

	Signing key
	A certificate held in Azure Key Vault and delivered to each council's App Service through a managed identity. The private key is never written to disk or checked into source control. One certificate is shared across councils; this is safe because each council's authorisation server is independent and tokens from one council are never accepted by another.

	Scopes
	mcp, plus the standard email and profile scopes.



4.4 Client registrations
An AI client can only start the login flow if it has been registered on your instance with a matching redirect address. Registrations live in your council's own database. There is no dynamic self-registration: an unknown client is rejected before the user ever sees a login page.
Two registrations are pre-defined rather than typed in by your Administrator, because their redirect addresses are fixed and published by the vendor:
	Client ID
	Covers
	Redirect address

	claude
	Claude web, Claude Desktop, Claude mobile and Claude Cowork
	https://claude.ai/api/mcp/auth_callback and https://claude.com/api/mcp/auth_callback

	claude-code
	Claude Code, Anthropic's command-line tool
	http://localhost:33418/callback and http://127.0.0.1:33418/callback (loopback on the user's own machine)



Copilot Studio and ChatGPT generate their redirect address inside their own setup process, so they cannot be pre-registered. Your LocoDelegations Administrator registers them on the AI Client Settings page, which generates a client ID to paste back into the vendor's tool. That page can also edit or delete those registrations. The two pre-defined registrations are shown read-only, since their redirect addresses are set by the vendor and cannot be changed.
4.5 Removing access
There are three levels at which access can be withdrawn.
1. One user. Deactivate or delete their LocoDelegations account as you do today. They can no longer sign in, so they cannot obtain new tokens. Any access token they already hold keeps working until it expires, within the hour.
1. One AI client. Delete its registration on the AI Client Settings page. All stored authorisations and refresh tokens for that client are removed with it, so nobody can refresh through that client again.
1. The whole feature for your council. Ask Locosoft to disable it. Because the MCP endpoint only accepts tokens issued by your own instance for registered clients, removing the registrations is sufficient to stop all AI access.
4.6 What the AI vendor receives
This is the question most councils ask first, and the answer depends on the AI vendor you choose rather than on LocoDelegations.
1. LocoDelegations returns only the result of the specific tool the assistant called, for the specific user who is signed in. It does not bulk-export, synchronise or index your data for the vendor.
1. Whatever the tool returns becomes part of the conversation inside the AI vendor's service, in the same way as text a user pastes into that assistant. The vendor's own terms, data-residency commitments and retention rules govern it from that point. For Copilot Studio that means your Microsoft 365 tenant's existing agreements; for Claude and ChatGPT it means the plan your council holds with Anthropic or OpenAI.
1. Because every tool is role-scoped, the assistant can never see or do more than the signed-in user could already see or do in the LocoDelegations web interface.
Locosoft recommends that councils connect the AI Connector only to an AI service already approved for council data, on a business or enterprise plan where the vendor commits not to train on customer content.
4.7 Logging and audit
1. Live today. Every registration, edit or deletion of a client on the AI Client Settings page is written to the LocoDelegations change log with the administrator's identity, matching how other administrative actions are recorded. Requests to the MCP and OAuth endpoints are captured in the application's standard Azure Application Insights telemetry, which Locosoft uses for operational monitoring.
1. Roadmap. A per-call audit record (who asked, which tool, when) written to the LocoDelegations change log, so that AI queries can be reviewed inside the application alongside other user activity. This is planned to land with the first delegation data tools. Changes made through Administrator write tools will be recorded in the change log in the same way as changes made in the browser.
4.8 Software components
For teams that maintain a software inventory or run their own vulnerability tracking, the connector is built from these components inside the existing ASP.NET Core application.
	Component
	Role
	Version in beta

	ModelContextProtocol.AspNetCore
	Official .NET MCP server SDK (Microsoft and Anthropic)
	2.0.0-preview.1

	OpenIddict
	OAuth 2.1 / OpenID Connect server, on top of ASP.NET Core Identity
	7.5.0

	ASP.NET Core / .NET
	Application framework
	.NET 10

	Azure Key Vault, App Service managed identity
	Signing certificate storage and delivery
	Azure platform



5. What the connector can do: today and roadmap
5.1 Available now
	Tool
	What it returns
	Who can call it

	get_mcp_status
	Your council's name, the signed-in user's name and email, and their LocoDelegations role. It exists to prove the whole chain works: transport, login, token and identity.
	Any signed-in user



Nothing else is exposed in the beta build. This is intentional: it lets councils complete the security review, connect their chosen AI client and confirm the login experience before any delegation data is reachable.
5.2 During the beta: delegation data tools
The following tools are designed and will be released during the beta programme. All are read-only and available to every role. Each will honour the caller's LocoDelegations role, so a Viewer through an AI client sees what a Viewer sees in the browser.
	Planned tool
	Intended purpose

	search_delegations
	Find delegations by keyword, act, role or position, so a user can ask questions such as "who can approve a contract variation under the Procurement Act?"

	get_role_delegations
	List everything delegated to a particular role, position or delegate group.

	get_act_details
	Return the sections and delegations recorded against a specific act or bylaw.

	get_delegation_history
	Show how a delegation has changed over time and when.

	get_council_info
	Basic details about the council instance, useful for the assistant to orient itself.



5.3 During the beta: Administrator write tools
The beta also introduces tools that let an Administrator make changes through an AI client. Three rules apply to every one of them:
1. Administrator role only. The role is read from the token on every call. A user in any other role is refused, whatever the assistant asks for.
1. Same validation as the web interface. A write tool goes through the same checks the corresponding LocoDelegations page applies, so the assistant cannot create a record the page would reject.
1. Every change is logged. Each write produces a change-log entry in the Administrator's name, exactly as a change made in the browser does, so the audit trail is complete regardless of how the change was made.
The specific changes supported will be agreed with the councils taking part in the beta, and each will be described in this guide when it is released.
5.4 During the beta: platform items
1. Per-call audit records in the LocoDelegations change log (section 4.7).
1. Re-checking the user's account and role each time a token is refreshed.
1. Role-based restriction on the MCP endpoint itself, once data and write tools exist.
1. Automatic client registration (dynamic client registration or client ID metadata documents) when the underlying OAuth library supports it. This would remove the manual registration step for Copilot Studio and ChatGPT.
5.5 Explicitly out of scope
1. Write access for any role other than Administrator.
1. A central, multi-council AI service. Each council's connector remains inside its own instance.
1. Any change to how your council signs in to LocoDelegations today.
6. Before you connect
6.1 Prerequisites
	Requirement
	Detail

	Feature enabled
	Locosoft enables the AI Client Settings page on your instance as part of joining the beta. Until then the page does not exist and returns Not Found.

	Administrator role
	The AI Client Settings page is only available to users holding the LocoDelegations Administrator role.

	Your LocoDelegations address
	The HTTPS address your users already use. Every value in the next section is derived from it.

	An AI client and account
	A Copilot Studio environment with maker access, a Claude account, or a ChatGPT account, on a plan that supports custom connectors.



6.2 Network and firewall
1. No new inbound ports, hostnames or certificates. Everything is served on the existing HTTPS address.
1. Hosted AI clients (Copilot Studio, Claude, ChatGPT) connect to your instance from the vendor's cloud. If your council restricts access to LocoDelegations by source IP address, the vendor's published address ranges will need to be permitted. Locosoft can confirm whether such a restriction is in place on your instance.
1. Claude Code connects from the user's own workstation and completes login through a browser redirect to localhost port 33418 on that workstation. Endpoint security software that blocks local loopback listeners would need an exception.
1. Users need normal outbound HTTPS access to their AI vendor, which they will already have if they use the assistant today.
6.3 Finding the values you will need
Sign in to LocoDelegations as an Administrator and open Setup, then AI Client Settings. The page shows the client IDs registered on your instance and the exact command or field values for each vendor. Use the values from that page in preference to the examples below.
7. Connecting Microsoft Copilot Studio
Copilot Studio adds MCP servers as tools on an agent. It offers three OAuth modes. Two of them, Dynamic discovery and Dynamic, rely on the server supporting automatic client registration, which LocoDelegations does not yet provide. Use Manual mode. The sequence matters, because Copilot Studio only reveals its redirect address after you begin creating the tool.
	Beta note
Copilot Studio is the client Locosoft expects most councils to use, and it is the first path the beta will validate end to end with pilot councils. The Copilot Studio interface changes frequently. If a screen differs from the steps below, the values in the table are what matter; the screen labels may vary.



Once configured, IT can publish the Copilot Studio agent centrally and assign it to selected users or groups through the Microsoft 365 admin centre; end users do not add the connector themselves. The LocoDelegations connection remains per user: on first use Copilot prompts the user to connect. For Entra councils this will normally complete using the user's existing Microsoft sign-in, and is then remembered subject to the token lifetimes in section 4.3.
7.1 Steps
1. In Copilot Studio, open the agent that should have access, go to Tools, choose Add a tool, then New tool, then Model Context Protocol.
1. Enter the server address https://<your LocoDelegations address>/mcp and a name such as "LocoDelegations".
1. For authentication choose OAuth 2.0, then Manual. Copilot Studio displays a redirect URL for this connector. Copy it.
1. In another tab, sign in to LocoDelegations as an Administrator, open Setup, then AI Client Settings. Under Add a client, enter a name (for example "Copilot Studio - Compliance agent") and paste the redirect URL. Click Add client. The page shows the generated client ID; copy it.
1. Back in Copilot Studio, complete the manual OAuth settings using the table below, then save the tool.
1. Test the agent. The first call prompts the user to connect to LocoDelegations. For an Entra council this will normally complete using the user's existing Microsoft sign-in. Ask the agent to "check my LocoDelegations connection"; it should call the status tool and report your council name, the user and their role.
7.2 Values for the manual OAuth screen
	Field
	Value

	Client ID
	The client ID generated by the AI Client Settings page (for example copilot-studio-6f3a9c)

	Client secret
	Leave blank. LocoDelegations registers public clients and does not issue secrets. If the screen will not save without a value, contact Locosoft before entering anything; do not invent a secret.

	Authorization URL
	https://<your LocoDelegations address>/connect/authorize

	Token URL
	https://<your LocoDelegations address>/connect/token

	Refresh URL
	Same as the token URL

	Scopes
	mcp email profile

	PKCE
	Enable if the option is shown. LocoDelegations requires it.



Each Copilot Studio connector has its own redirect URL, so if you build the tool on a second agent or in a second environment, register it as a separate client with its own name. Registrations are cheap and independently deletable. This registration is for the agent/connector, not each end user; the published agent can be centrally assigned to users or groups.
8. Connecting Claude
8.1 Claude web, Desktop and mobile
All hosted Claude surfaces share one connector configuration, so setting it up once in Claude's settings makes it available in the web app, the desktop app and mobile. Custom connectors require a Claude plan that supports them; for council use that will normally be a Team or Enterprise plan administered by the council.
1. In Claude, open Settings, then Connectors, and choose Add custom connector.
1. Enter a name and the server address https://<your LocoDelegations address>/mcp.
1. Expand Advanced settings. In OAuth Client ID enter claude. Leave the client secret blank.
1. Click Add, then Connect. A browser window opens on the LocoDelegations login page. Sign in as normal.
1. Back in Claude, start a conversation and ask it to check the LocoDelegations connection. It should report your council, your name and your role.
On Team and Enterprise plans an organisation owner can add the connector centrally so that individual users only need to click Connect and sign in.
8.2 Claude Code
Claude Code is Anthropic's command-line tool, typically used by developers and technical staff. It completes the OAuth login through a temporary listener on the user's own machine, and that listener must use the port LocoDelegations has registered.
claude mcp add --transport http locodelegations https://<your LocoDelegations address>/mcp --callback-port 33418
Alternatively set the environment variable MCP_OAUTH_CALLBACK_PORT=33418 or the oauth.callbackPort setting in Claude Code's configuration. Then run /mcp inside Claude Code to trigger the login. The port must be 33418; any other port will be rejected by LocoDelegations because the redirect address will not match the registration.
9. Connecting ChatGPT
ChatGPT supports custom MCP connectors on its Business, Enterprise and Edu plans. Its current connector design generates a unique redirect address per connector, which cannot be pre-registered. ChatGPT still honours an older fixed redirect address, and that is what the beta uses.
	Please read before relying on ChatGPT
OpenAI marks the fixed redirect address as legacy. It works today but could be withdrawn without notice, at which point the ChatGPT connection would stop working until LocoDelegations supports automatic client registration. Councils should treat ChatGPT as an experimental option during the beta and prefer Copilot Studio or Claude for anything they intend to depend on.



1. In LocoDelegations, open Setup, then AI Client Settings. Under Add a client, enter a name such as "ChatGPT" and the redirect URI https://chatgpt.com/connector_platform_oauth_redirect. Click Add client and copy the generated client ID.
1. In ChatGPT, open the connector or apps settings for your workspace and create a custom MCP connector pointing at https://<your LocoDelegations address>/mcp.
1. Choose OAuth authentication and paste the client ID. Leave the client secret blank.
1. Connect, sign in to LocoDelegations when prompted, and ask ChatGPT to check the LocoDelegations connection.
10. Questions IT teams commonly ask
	Question
	Answer

	Does this open a new way into our data?
	It opens a new, tightly scoped way for people to read data they can already read and, for Administrators only, to make changes they could already make. The MCP endpoint refuses anything without a valid token, tokens are only issued after the ordinary LocoDelegations login, and only registered AI clients can start that login. Every write is validated and logged as if made in the browser.

	Do we need to change anything in Azure AD or Entra?
	No. No app registration, API permission, redirect URI or consent grant is required in your tenant. Your existing sign-in policies apply because the login is the same one LocoDelegations already uses.

	Does our data leave the country?
	LocoDelegations itself continues to run where it runs today. Data returned to an AI assistant travels to that vendor's service, so the answer depends on the vendor and plan you choose. Check the vendor's data-residency commitments for the plan you hold.

	Will the AI vendor train on our data?
	Only if your agreement with the vendor allows it. Business and enterprise plans from Microsoft, Anthropic and OpenAI exclude customer content from training by default. Locosoft recommends connecting only to such a plan.

	Can a user see more through the AI than in the web application?
	No. Tokens carry the user's role, and every tool is designed to apply the same role checks as the web interface. The current beta tool reveals only the caller's own identity.

	Can we limit the connector to specific users?
	Anyone who can sign in can connect during the beta. Because tools will be role-scoped, the practical control is the role you already assign each user. If a council needs a hard allow-list of AI-enabled users, raise it with Locosoft during the beta so it can be considered for the roadmap.

	How do we turn it off quickly?
	Delete the client registrations on the AI Client Settings page. That immediately prevents new logins and refreshes for those clients. Access tokens already issued expire within the hour.

	Is anything stored on the user's device?
	Hosted clients (Copilot Studio, Claude, ChatGPT) store the tokens in the vendor's service. Claude Code stores them in the user's profile on their workstation, as it does for any MCP server.

	What happens when the signing certificate expires or is rotated?
	Locosoft manages the certificate in Azure Key Vault and rotates it centrally. Tokens issued under the old certificate stop validating; users simply sign in again. No council action is needed.

	Does this affect performance or availability of LocoDelegations?
	MCP calls are ordinary HTTPS requests to the same application and are expected to be low in volume. They share the instance's existing capacity and monitoring. Stateless transport means no long-lived connections are held open.

	What does it cost?
	Commercial terms are in the accompanying beta proposal. Technically, nothing new is provisioned in your council's Azure or Microsoft 365 tenant.



11. Glossary
	Term
	Meaning

	MCP (Model Context Protocol)
	An open standard, originated by Anthropic and now adopted by Microsoft, OpenAI and others, that lets AI assistants call named tools on external systems in a controlled way.

	Tool
	A single named operation the connector exposes, such as get_mcp_status. The AI assistant chooses which tool to call based on the user's question.

	OAuth 2.1
	The current version of the OAuth authorisation standard. It removes the less secure flows of OAuth 2.0 and makes PKCE mandatory.

	PKCE
	Proof Key for Code Exchange. A technique that lets a client without a secret prove it is the same client that started the login, preventing intercepted authorisation codes from being used.

	Public client
	An OAuth client that has no secret because it cannot keep one confidential, such as a desktop app or a shared cloud service configuration. Security comes from PKCE and the registered redirect address.

	Redirect address / URI
	The address the login page sends the user back to after sign-in. It must match the client's registration exactly, which is why Copilot Studio and ChatGPT need manual registration.

	Dynamic client registration
	A mechanism by which an AI client registers itself with a server automatically. Not supported by the beta; on the roadmap once the underlying library supports it.

	Streamable HTTP
	The MCP transport used by the connector: plain HTTPS requests, with no persistent connection required.

	Managed identity
	An Azure feature that gives an App Service its own identity for reaching services such as Key Vault, without any stored credentials.



Document status: draft for the beta programme. Locosoft will revise this guide as delegation data tools are released and as the AI vendors' setup screens change. Feedback from council IT teams during the beta is welcome and will be incorporated.
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